
CYBER SECURITY 

Be cyber secure: Managing and protecting your data 
As data breaches continue to increase in frequency and scope, the importance of safeguarding 
the vast amounts of data a company generates and accumulates is more critical than ever. 
Understanding the variety of data your company processes and where it’s stored is the 
fundamental first step of loss and theft prevention. Protecting your data also requires a 
careful consideration of potential insider threats as well as strong defenses against cyber 

crime. Robust guidelines and automation paired with active monitoring and ongoing training are essential 
elements supporting data governance. 

Frequently targeted data 
types include: 

•  Customer personally identifiable information (PII) 

•  Intellectual property 

•  Financial data 

•  Other corporate data 

• Employee PII 

Potential impacts of data theft 
and breaches include: 

• Loss of revenue due to cyber incidents or breaches 

• Reputational loss and loss of customer trust 

• Regulatory fines 

• Drop in share price 

To help organize and protect your company’s data, follow these tips for developing 
a strong data management and governance strategy: 

•  Ensure that leadership recognizes the value of your data 

and commits to building a strong security framework. A 

sound data governance strategy should start at the top. 

•  Identify the most sensitive data and determine where it 

should reside and who needs access to it — then ensure 

storage and access comply with industry regulations. 

•  Use centralized storage to ensure data accuracy and 

timeliness while possibly increasing efficiencies and 

lowering costs. 

•  Performance improvements can be realized through 

identification and mitigation of duplicate data detected 

by centralized data governance. 

•  Develop more effective data governance by balancing 

security and strong policies with ease of use to help 

support end-user acceptance. 

•  Set strong third-party partner security requirements 

for access to data, networks or applications. 

•  Use technology tools for data classification, data 

verification, data-loss prevention (DLP) and machine 

learning to automate processes and gain deeper 

understanding of your data. 

•  Educate employees about current threats and security 

awareness, and communicate the real-world impacts 

of data breaches and data protection programs. 

Visit http://www.bankofamerica.com/security to learn how to help protect yourself and those closest to you. 

1

http://www.bankofamerica.com/security


Neither Bank of America nor its affiliates provide information security or information technology (IT) consulting services. This material is provided “as is,” with no guarantee of 

completeness, accuracy, timeliness or of the results obtained from the use of this material, and without warranty of any kind, express or implied, including, but not limited to 

warranties of performance, quality and fitness for a particular purpose. This material should be regarded as general information on information security and IT considerations 

and is not intended to provide specific information security or IT advice nor is it any substitute for your own independent investigations. If you have questions regarding your 

particular IT system or information security concerns, please contact your IT or information security advisor. 

“Bank of America” and “BofA Securities” are the marketing names used by the Global Banking and Global Markets divisions of Bank of America Corporation. Lending, other 

commercial banking activities, and trading in certain financial instruments are performed globally by banking affiliates of Bank of America Corporation, including Bank 

of America, N.A., Member FDIC. Trading in securities and financial instruments, and strategic advisory, and other investment banking activities, are performed globally 

by investment banking affiliates of Bank of America Corporation (“Investment Banking Affiliates”), including, in the United States, BofA Securities, Inc. and Merrill Lynch 

Professional Clearing Corp., both of which are registered broker-dealers and Members of SIPC, and, in other jurisdictions, by locally registered entities. BofA Securities, Inc. and 

Merrill Lynch Professional Clearing Corp. are registered as futures commission merchants with the CFTC are members of the NFA. 

Investment products offered by Investment Banking Affiliates: 

Are Not FDIC Insured Are Not Bank Guaranteed May Lose Value 
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